Trojan Horse Styled Drone Attack

Source: IE
Ukraine launched a covert Trojan Horse- styled drone strike targeting Russia air bases using FPV
(First Person View) drones hidden in mobile wooden cabins transported by. trucks.

= FPV drones are remotely operated unmanned aerial vehicles (UAVs) equipped with a front-
facing camera that transmits live video feed to the operator, giving a “pilot's-eye view.”



https://indianexpress.com/article/explained/operation-spider-web-russia-ukraine-drone-warfare-battlefield-trojan-horse-10043072/
/daily-updates/daily-news-analysis/uavs-in-modern-warfare
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B FPV drones are equipped with cameras
which allow the operator, sitting ina

control room far away, to see whatisin
front of the drones.

B These drones are inexpensive, with the
total cost of one drone (including its

payload) as little as $500, according to a
Reuters report.

M Because they are so small, they are also
hard to detect, and take down using

conventional air defence systems.

M This makes them potent weapons,
capable of inflicting significant damage,
especially when deployed in numbers, at
arelatively low cost.
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Trojan Horse

= The term Trojan Horse has significance both in mythology (Greek) and cybersecurity.
o In mythology, it represents deception— a concealed threat presented as a gift.
o In cybersecurity, a Trojan Horse (or Trojan) is a type of malware that appears
legitimate but secretly provides unauthorized access to systems once installed.
* |t often uses social engineering to trick users into downloading or opening it,
mirroring the ancient tale’s deceptive tactic.
= |n military and geopolitics, a Trojan Horse refers to covert tactics, where weapons, agents,
or technology are concealed within harmless-looking objects to infiltrate or harm an
enemy.

Cyberattack

= About: A cyberattack is a malicious and deliberate attempt by an individual or organization
to breach the information system of another individual or organization.
= Types:

® Malware:
Malware is a type of malicious software
that is designed to harm or disrupt
computer systems. It can take many

Zero-day exploits:

Zero-day exploits are vulnerabilities in
software or hardware that are unknown
to the manufacturer or developers.
Hackers can use these vulnerabilities to
gain unauthorized access to systems or
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forms, including viruses, worms, Trojans,
and ransomware.

® Phishing:

Phishing is a type of social engineering
attack that uses email or other

data. communication methods to trick
Social o) E individuals into revealing sensitive
Social engineering attacks: @ engineering & _:_\J Phishing information such as passwords or credit
Social engineering attacks use attacks card numbers.
psychological manipulation to trick 7 Types of
individuals into revealing sensitive DDoS$ attacks:
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information or taking other actions that
can compromise security.

Advanced persistent threats (APTs):
APTs are long-term targeted attacks that
are designed to steal sensitive
information over an extended period of
time. They can be difficult to detect and
mitigate.
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Distributed denial-of-service (DDoS)
attacks are designed to overwhelm a
website or network with traffic, making it
unavailable to legitimate users.

® Insider threats:
Insider threats occur when individuals
within an organization misuse their
access to sensitive information or
systems. This can include intentional or
unintentional actions that result in data
breaches or other security incidents.
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Read More: Cyber Fraud, UAVs in Modern Warfare
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